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Healthcare Sector
Prime target of Cyberattack 
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Statistics on Cyberattacks – 
Healthcare

Average Weekly Attacks

The Healthcare sector followed closely behind, with an 

average of 1744 attacks per week, reflecting a significant 

YoY increase of 30%.

Global Ransomware Attacks per 

Industry

Healthcare has a high attack ratio, with 1 out of 27 

organizations attacked. The 16% increase in attacks year-

over-year highlights growing risk.

Compared to other industries, healthcare remains a top 

target.
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Average Weekly Attacks

Industry
Organization 

Attacked Ratio
YoY Change

Consultant 1 out of 38 128%

Insurance/Legal 1 out of 47 71%

Utilities 1 out of 37 60%

Transportation 1 out of 49 43%

Leisure/Hospitality 1 out of 55 41%

Finance/Banking 1 out of 31 33%

Communications 1 out of 37 24%

Healthcare 1 out of 27 16%

SI/VAR/Distributor 1 out of 41 15%

Software vendor 1 out of 65 13%

Hardware vendor 1 out of 73 7%

ISP/MSP 1 out of 36 2%

Education/Research 1 out of 31 -2%

Government/Military 1 out of 25 -4%

Retail/Wholesale 1 out of 60 -11%https://blog.checkpoint.com/security/average-weekly-global-cyberattacks-peak-with-the-highest-number-in-2-years-

marking-an-8-growth-year-over-year-according-to-check-point-research/



Why 
Healthcare?
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Medical Data Is Valuable

• Healthcare organizations store 

valuable personal information, 

including medical histories, and 

insurance details, making them 

attractive to hackers.

Why Healthcare?
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https://www.safetydetectives.com/blog/healthcare-cybersecurity-statistics/



Paying the ransom

• Nearly half (47%) said their organizations 

experienced a ransomware attack in the past 

two years

• In a 2022 Sophos survey of healthcare IT 

professionals, a solid majority (61%) 

acknowledged that their organizations paid a 

ransom, well above the average of all 

industries (46%)

Why Healthcare?

6
https://www.chiefhealthcareexecutive.com/view/paying-the-ransom-hospitals-face-hard-decisions-in-cyberattacks-special-report

https://assets.sophos.com/X24WTUEQ/at/4wxp262kpf84t3bxf32wrctm/sophos-state-of-ransomware-healthcare-2022-wp.pdf



COVID-19 App

• COVID-19 apps were highly vulnerable due 

to rushed and subpar development

• Significant majority of these apps exhibited 

major security flaws, 

Why Healthcare?
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• Hackers breached the European Medicines Agency and stole 
data related to Pfizer's COVID-19 vaccine candidate

Pfizer Breach

• Public Health Wales accidentally posted COVID-19 patient 
data for 18,000 residents on a public-facing database for 20 
hours

Wales Patient Data Breach

• A Brazilian hospital employee inadvertently exposed sensitive 
data of 16 million COVID-19 patients, including the President 
of Brazil

Brazil COVID-19 Data Breach

• A remote code execution vulnerability was discovered and 
swiftly addressed in Germany’s COVID-19 tracking app

Germany’s COVID-19 Tracking App

High-Profile COVID-19 Data Leaks



Weakest Link in Cybersecurity
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Technology

• It follows programmed 

instructions and 

provides repeatable 

outputs.

• Security vulnerabilities 

can exist, but these can 

be fixed with updates.

Process

• Processes are a series of 

steps designed for 

consistent outcomes.

• Broken processes can be 

reviewed and fixed with 

clear solutions.

People

• People make 

independent decisions, 

sometimes irrationally 

and unpredictability.

• Errors are common and 

unpredictable, despite 

awareness training.

“Humans Are the Weakest Link in Cybersecurity”

https://www.alertlogic.com/blog/why-humans-weakest-link-cybersecurity/ 9
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Incidents reported to Hong Kong Computer Emergency Response Team Coordination Center(香港電腦保
安事故協調中心) since 2018

Incidents in Hong Kong 
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Botnet and Phishing are TOP 2 types of incident

https://www.hkcert.org/statistic (on Oct 2024)



https://www.hkcert.org/statistic (on Oct 2024) 11

Incidents in Hong Kong 

Significant increase of Phishing incident since 2023

Phishing Botnet

Steady / drop of Botnet since 2023



Live Demo
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Took AI less than 5s to draft legitimate phishing email 
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“ Humans are the 
weakness link. “

DD MM YYYYSecurity classification here 14

People are our first 
line of defence. 



How Can We Equip the 
People?
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Training + Awareness Program

https://www.alertlogic.com/blog/why-humans-weakest-link-cybersecurity/ 16

Training

• Provide regular training

• Provide Up-to-date material 

• Apply to their real lives

• Offer hands-on capabilities

Awareness Program

• Educate employees on 
recognizing phishing and social 
engineering attacks.

• Promote a security-first mindset 
across the organization.



Training + Awareness Program

Internal learning platform courses

Phishing exercise

Security Superhero program

Posting security related 

topics in communication 

portal

Annual recertify on 

learning materials 
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Annual recertify
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Conduct simulation exercise regularly with different 
themes
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Impersonating

Quishing

Fail ??? 
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Provide focus training & mandatory assessment
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Prevent future 

exposure 

through the one-

click action 

Importance of Reporting Phishing 
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01
Avoid 
incidents 

notify other 
colleagues of 
the threat (if 
it’s a real 
attack)

Show your 
security 

awareness

no two attacks 
are the same

02 03
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Clear Policies and Guidelines

• Establish and communicate clear 

cybersecurity policies

• Ensure easy access to these guidelines 

for all employees

How it helps our People

• Awareness: 

People will be aware of best practices for protecting their 

information, such as using strong passwords or recognizing 

suspicious emails. This lack of knowledge can result in 

unintentional security breaches.

• Emotional and Psychological Stress:

Experiencing a cyberattack or data breach can lead to 

significant stress and anxiety for individuals. The fear of 

identity theft or financial loss can have lasting emotional 

effects.

A clear policy can help people on handling the cyberattack
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Encourage a Culture of 
Reporting

• Create a non-punitive environment for 

reporting suspicious activities

• Reward proactive behavior in identifying 

potential threats

How it helps our People

• Increase Trust

• Enhance Collaboration

• Detection Threats in Early Stage
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Provide Tools and 
Resource

Provide the right tools - Don’t overlook the 

critical need to enhance cybersecurity 

awareness training with practical tools

https://www.linkedin.com/pulse/few-our-cybersecurity-tools-saheed-oyedele-c7tce/

Data Loss Prevention

Email Security Tools

Network Detection Tools

Privileged Access Management

IDS / IPS Tools

Security information and event management

Vulnerability Assessment

Penetration Testing

Endpoint Detection



https://support.microsoft.com/en-us/office/apply-sensitivity-labels-to-your-files-and-email-2f96e7cd-d5a4-403b-8bd7-

4cc636bae0f9
25

Sensitivity Label

Documents/Emails can be applied the 

“sensitivity label” to classify the data 

sensitivity level. 

• Public – Public Disclosure

• General – Business related and widely 

shared within organization 

• Confidential – Data required protection 

(e.g. Medical History)

All saved documents and emails MUST be 

defined with sensitivity label. 

Policies can be applied to restrict the sharing 

on documents / emails. 
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Educate 

Sensitivity Label

26https://support.microsoft.com/en-us/office/apply-sensitivity-labels-to-your-files-and-email-2f96e7cd-d5a4-403b-8bd7-4cc636bae0f9



DD MM YYYYhttps://www.fortinet.com/resources/cyberglossary/dlp 27

DLP Tools

DLP or Data Loss Prevention is a 

cybersecurity solution that detects and 

prevents data breaches. 

It can be applied to various platforms and 

applications, including:

- Web Browser

- Email Client

- Endpoint Device

- File Sharing Service

Firewall
Network Protection

• It won't stop you 

from sending an 

email to your client. 

• It focuses on 

keeping harmful 

traffic out of your 

network.

DLP
Data Protection

• It will stop you from 

sending sensitive 

information, like 

confidential 

documents, to your 

client if it's not 

allowed. 

• DLP ensures 

important data stays 

secure.

Comparison



https://www.checkpoint.com/quantum/data-loss-prevention/

https://learn.microsoft.com/en-us/purview/endpoint-dlp-using?tabs=purview
28

DLP Tools - Web Browser DLP Tools - File Sharing 



https://learn.microsoft.com/en-us/purview/dlp-exchange-conditions-and-actions#attachments

https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/moderated-recipients-exo/moderated-recipients-exo
29

DLP Tools – Email Client

By integrating the DLP policies and email 

server moderated setting, emails with 

sensitive information MUST be required 

manager approval before sending out.

Email content 

with HKID



People are our 
BEST line of 
defence. 

DD MM YYYYSecurity classification here 30

People are our first 
line of defence. 

EVERYONE 
MATTERS !

30



Thank you

Eric Cheng
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